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Beyond Diagonal RIS Design for Parameter Estimation With
and Without Eavesdropping

Ozlem Tugfe Demir

Abstract—In this letter, we study the transmission of a
complex-valued parameter vector from a transmitter to an
intended receiver in the presence or absence of an eavesdropper.
Direct links are blocked, and communication is enabled via
a beyond-diagonal reconfigurable intelligent surface (BD-RIS).
Extending prior work on diagonal RIS, we incorporate BD-
RIS and quantify its impact on estimation performance at
the intended receiver, measured by the trace of the Fisher
information matrix (FIM), equivalently, the average Fisher
information, while constraining the eavesdropper’s estimation
capability. We propose optimization algorithms for the BD-RIS
response and demonstrate their effectiveness. Numerical results
show that BD-RIS offers significant gains over conventional RIS.
To the best of our knowledge, this is the first study to address
secure parameter estimation under BD-RIS architectures with
both closed-form and efficient algorithmic solutions.

Index Terms—BD-RIS, Fisher information, parameter estima-
tion, RIS, Cramér-Rao lower bound.

I. INTRODUCTION

AVESDROPPING stands as a significant security threat
Ein wireless networks, primarily due to the inherently
broadcast nature of the wireless medium [1], [2]. Physical
layer security (PLS) is a promising approach to ensure confi-
dentiality, which leverages the inherent randomness of wireless
channels. The primary objective of PLS-based approaches is
to ensure secure communications with the intended receivers
in the presence of eavesdroppers by exploiting the unique
characteristics of wireless channels [2], [3].

Over the past decade, reconfigurable intelligent surfaces
(RISs) have emerged as a key wireless technology for shaping
the propagation environment to enhance critical performance
metrics. RIS has also been extensively explored in the context
of PLS [2], [4]. One of the recent studies has shown that
optimized RIS phase profiles can enhance secure parameter
estimation by maximizing the trace of the Fisher information
matrix (FIM)-also known as the average Fisher information—at
the legitimate receiver, while simultaneously limiting the aver-
age Fisher information gained by a potential eavesdropper [2].

Conventional RIS architectures employ single-connected
elements with independent phase shifts, modeled by a diag-
onal reflection matrix where each diagonal entry modifies
the impinging signal [5]. Recent advances have intro-
duced beyond-diagonal RIS (BD-RIS) architectures, where
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passive interconnections between elements enable non-
diagonal reflection matrices. Shen et al. [6] classify these
as fully- or group-connected designs, offering greater flex-
ibility and potential power gains under certain channel
conditions [6], [7], [8]. Furthermore, other novel non-diagonal
architectures have also been proposed as lower-complexity
alternatives to the group-connected design, while offering
improved performance [9], [10]. BD-RIS has also recently
been integrated into emerging wireless systems such as cell-
free massive MIMO with simultaneous wireless information
and power transfer, demonstrating its effectiveness in enhanc-
ing both spectral efficiency and harvested energy [11].

Unlike conventional diagonal RIS configurations with unit-
modulus entries, BD-RIS allows for arbitrary unitary response
matrices in the ideal hardware case, with or without symme-
try constraints—corresponding to reciprocal or non-reciprocal
circuit designs, respectively. However, when the effect of
scattering in the radio environment on the mutual cou-
pling between BD-RIS elements is considered, the BD-RIS
response matrix becomes subject to stricter constraints com-
pared to the ideal case [12], [13]. The authors of [13]
demonstrated the first reflective BD-RIS prototype, showing
that reconfigurable inter-element connections offer benefits,
though performance gains are strongly influenced by hardware
constraints.

While [2] has investigated parameter estimation with con-
ventional RIS, the role of BD-RIS in this setting has not
been explored. In this letter, we close this gap by initiating
the study of parameter estimation under BD-RIS-assisted
transmission, tackling several previously unaddressed prob-
lems involving both reciprocal and non-reciprocal surface
designs, with and without eavesdropping threats. Our key
novelty lies in the formulation of new optimization problems
specific to BD-RIS architectures and the development of cor-
responding closed-form or semi-closed-form solutions. These
designs offer gains in estimation accuracy for the legitimate
user while mitigating information leakage to a potential
eavesdropper.

II. SYSTEM MODEL

We adopt the system model proposed in [2], with the
key difference that we consider assistance from a BD-RIS
instead of a conventional diagonal RIS. A deterministic,
k-dimensional complex-valued parameter vector, denoted by
0 =1[61,...,0;)7T, is transmitted from Alice (the transmitter)
to Bob (the intended receiver). We analyze two distinct
scenarios: (i) presence of an eavesdropper (Eve), and (ii)
absence of an eavesdropper. The vector @ is assumed to be
unknown to both Bob and Eve. We assume that the direct
links between Alice and both Bob and Eve are blocked, and
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Alice can reach Bob and Eve through the cascaded channels
facilitated by the BD-RIS. In this setting, measurements at
Bob and Eve are obtained according to the following linear
models [2]:

Yo = (HerHar)Po + 1y (D
Ye = (HreﬂHar)Po + 1, ()

where y, € C™ and y. € C™ represent the received mea-
surement vectors at Bob and Eve, respectively. The matrices
H, € C™*k H,, € C*" and H,, € C"*" denote the
channels corresponding to the Alice—RIS, RIS-Bob, and RIS-
Eve links, respectively. The integers k, np, ne, and r denote the
dimensionality of the parameter vector, the number of antenna
elements at Bob, the number of antenna elements at Eve, and
the number of RIS elements, respectively. The noise vectors
Ny € C™ and 5, € C™ are modeled as circularly symmetric
complex Gaussian with distributions 5, ~ CN(0,%;) and
N, ~ CN(0,3.), where ¥, and X. are positive definite
covariance matrices. The power allocation matrix is given by
P = diag{./p1, /P2 ---,/Pk} and is assumed to be fixed.
Q is the r x r BD-RIS response matrix.

As in [2], the trace of the FIM, which indicates the
overall usefulness of a measurement for vector parameter
estimation [14], is considered as the estimation performance
metric due to its tractable and intuitive form, which can be
calculated for Bob and Eve as [2, eq. (14)]

tr(I(ys;0)) :tr((HerHarP)HEb_l(HerHaTP>> 3

tr(I(ye:0)) = tr((HrenHa,,P)Hzgl(HTEQHMP)>. (4)

ITI. BD-RIS DESIGN WITHOUT EAVESDROPPING

To begin with, we omit the eavesdropper and only consider
the intended user, Bob. The trace of the FIM for Bob can be
written from (3) as

tr(I(yy; ) = tr (PHHﬁQHHEbzglﬂranaTP) )
—tr (HH Qg an> (6)

with B, £ HE® 1H,;, € C™7 and H 2 H,, P € C"*F.
We first focus on the following optimization problem:

tr (HH off Ean) (7a)

max
0
subject to afq = | (7b)

where I, is the r x r identity matrix and € is the r x r BD-
RIS response matrix, specified as a complex unitary matrix
in the constraint. Here, we consider the most general form
of a fully connected BD-RIS, where the reciprocity constraint
(symmetric ) is relaxed.! In fact, non-reciprocal circuit
networks can practically be realized, and solving this problem
yields the ultimate limit on the average Fisher information—
analogous to capacity limits in communication systems [15].
We can express the optimization problem in (7) as

max tr (nH E bQM)

(8a)

IThis letter adopts an ideal unitary BD-RIS response matrix to enable
tractable optimization and theoretical analysis. However, such assumptions
may oversimplify the physical behavior of practical RIS circuits. For a detailed
physics-compliant modeling approach, see [12].
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subject to ofa=1,

where M 2 HHY ¢ CT*7.

The solution of (8) is specified in the following lemma.

Lemma: The optimal BD-RIS response matrix for the
problem (8) is given as 2 = V VJ\H/[, where Vg and V
are the unitary matrices with the columns as the eigenvectors
of E, and M, respectively. The eigenvectors are arranged to
correspond to the eigenvalues, which are sorted in descending
order.

Proof: Weuse Ey = VpApVHand M = vV Ay VI
for denoting the eigenvalue decompositions of E; and M,
respectively. The diagonal matrices Ap and Aj; have the
eigenvalues arranged in descending order along their diago-
nals. Since Q7 E;, Q and M are positive semi-definite matrices
and the eigenvalues of Q7 E,Q and E}, are the same (due to
unitary ), we have from Von Neumann’s trace inequality

(8b)

T
tr(QHEbQM> < ;aEJaM,i, 9)
o

where 61 > dpo > - > 0p, and Spp 1 > Op0 > -0 >
dpm,r are the sorted eigenvalues in A and X, respectively. We
then observe that inserting 2 = V g VAH/[ results in this upper
bound. Hence, it is an optimal configuration. |

Now, we consider the average Fisher information
maximization problem for a reciprocal BD-RIS by adding the
symmetry constraint as

tr(ﬂH EbQM) (10a)

max
Q

subject to ol = I, and 2 = aTl. (10b)

This problem can be solved using manifold optimization
techniques as in [16], where the overall steps of the
main alternating optimization (AQO) algorithm are outlined in
Algorithm 1. The initialization point is taken as Qg = U U 7,
where U is the unitary matrix obtained from the Takagi
singular value decomposition of V g VAH/[ + Vi Vg as

vevi+viy,vEi=-vusuT. (11)
As derived in [8, Th. 1], g = UUT is the closest
entry of the set determined by Q7Q = I, and @ = Q7
to Vg V]\b/[[ which is the optimal configuration when there
is no reciprocity constraint. The computational complexity
of Algorithm 1 is dominated by the Takagi singular value
decomposition [17] in the initialization and the eigenvalue
decomposition in computing elSskew | which is in the order of
O((I +1)r3), where I is the iteration number.

IV. SECURE BD-RIS DESIGN IN THE PRESENCE OF
EAVESDROPPING

In this section, there also exists an eavesdropper, Eve, in
the environment. The average Fisher information at Eve can
be expressed via (4) as

tr(I(ye:0)) = tr (PHH{Z{nQHnge_leQHm«P)
— tr (HHQHEGQH) - tr(QHEeQM)
(12)

where E, £ Hg Eng,«e. Then, the optimization problem in
the presence of eavesdropping for non-reciprocal BD-RIS (the
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Algorithm 1 AO Algorithm for Solving (10)

1: Initialization: Select Qg = UUT, where U is obtained from (11).
Set the iteration counter to zero, i.e., i = 0. Convergence threshold: e.
Learning step size u > 0

2: while Improvement in the cost function larger than € do
Compute the gradient of the cost function with respect to U* as

Z=E,U,UI'MU}

4: Compute U ; eMSskew | where eMSskew is the matrix exponential and

viz-z"vu;

[95]

Sekew = 2
5: If there is a cost improvement, increase u, update U;y 7 as
U, eMSskew and cost function. Otherwise, decrease w1 and do not change
U, and the cost.

14141
: end while
: Output: @ = U, UT

% = O

most general form) can be written as

H
max tr(Q EbQM> (13a)
subject to QQ =1, (13b)
tr(QHEenM) <e (13¢)

where we limit the average Fisher information at Eve by € > 0.
We first re-express the problem in (13) as

H
ma ?R(tr(ﬂ Eb‘IIM>> (14a)
subject to QI =1,, =0 (14b)
tr(‘IlHEe'IIM> <e (14c)

Then, we adopt the penalty dual decomposition (PDD)
method [7], [18] to solve the problem in (14), since it has been
shown to be effective for optimization problems of a similar
type [7]. To this end, the augmented Lagrangian function is
obtained as

£(2,9,4) = ~(tr (07 B¥M) ) + %”Q w2

+é}e(tr (AH(Q - \1:)))
where A is the Lagrangian dual variable associated with
the constraint ¥ = Q and p~! is the penalty coefficient.
The steps outlined in the following subsections are repeated
until convergence as described in [7, Algorithm 1] with the
major difference in the inner layer updates as outlined below.
We empirically observe consistent convergence in all our
experiments.

15)

A. Update Q) of PDD Inner Layer Iteration

The augmented Lagrangian minimization problem in terms
of {2 can be written as

min | — (¥ +pE,®M — pA)||%  (162)
subject to ofa =1,

which can analytically be solved using [7, Lemma 1].

(16b)

B. Update ¥ of PDD Inner Layer Iteration

The augmented Lagrangian minimization problem in terms
of ¥ can be written as

2
H\p - (Q +pETQM 1 pA) HF (17a)

min
v

subject to tr(‘I’HEe\IIM> <e (17b)
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which can be cast as a quadratically-constrained quadratic
programming form by vectorizing the matrices. Using the vec
Kronecker identity in [19], we can express the problem as

|x — bl? (182)

m)gn

subject to < Ax <e (18b)
where b = vec(Q + pEfQMH + pA), x = vec(¥P), and
A=MToE..

To solve the above problem in semi-closed form, we
first express the eigenvalue decomposition of A as A =
Zil )\iuiufl , where \; > 0 is the ith eigenvalue with
the corresponding unit-norm eigenvector u; € C"*. We then
express the optimization variable as x = Z:il a;eliu;,
where a; > 0 and the phase-shift ¢; are the newly

defined optimization variables. The problem can then be
written as

2
2
T
min a;e?%u; —b (19a)
{ai,di} ;1 ‘ ’
T2
subject to »_ Ajaf <e (19b)

=1
where the optimal phase-shifts are obtained as ¢; = Lufi b,
which leads to the optimization problem in terms of {«;} as

7,,2 7,,2
min Z 0%2. — Z 204 uflb’ (20a)
{ai} i=1 i=1
,r,2
subject to Z)\ia% <e. (20b)
=1
The Lagrangian function for (20) is given by
7”2 7”2
Lo}, pn) = Za% - Z 20 uflb‘
i=1 i=1
72
Do Niaf —€ Q1)
i=1

where p > 0 is the Lagrange multiplier. Then, the Karush-
Kuhn-Tucker (KKT) conditions are stated as follows:

oL
S = 200 =2 uZHb‘ +2udia; =0, (22)
7
which yields
|qub’ - ol < (23)
s = 5 AOTHIRS 6)
i 1+M/\i | 1
T2
p=0, pl Y Nai-e|=0. 24)
i=1

To determine the optimal value of u, we first set u =0,
then «; = |u{{ b|, and we check if the constraint holds.

2
If >0, /\i\ufl b|? < ¢, then this is the optimal solution.
Otherwise, we solve for p such that

(25)

This equation in p can be solved via a bisection search.
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C. Update of PDD Outer Layer Iteration

For updating the PDD outer layer iteration, the procedure
in [7, eqs. (31)-(32)] is applied.

When solving the optimization problem for the reciprocal
BD-RIS, an additional symmetry constraint arises, which
affects only the update of € in the inner iteration of the PDD
algorithm. This update is implemented by solving

min | — (¥ +pE,®M — pA)||%  (262)

subject to 270 =1, and 0 = Q7T

which can analytically be solved using [8, Th. 1].

Remark 1: The transmitter can learn the channel related to
Eve, H,., by estimating her location (e.g., via a camera or per-
forming sensing as in integrated sensing and communication
systems, e.g., [20]), and then by using theoretical or empirical
channel models to determine the channel matrix between the
BD-RIS and Eve (considering the fact that there exists line-
of-sight between them). The uncertainty in estimating H,,
can be modeled via a statistical approach, and the average
value of the trace of the FIM at Eve can be considered as the
secrecy constraint, which can be derived as tr(Q7 E QM)
with E, £ E[HZX-'H,.]. Since this is in the same form
as (13c), all the results can still be applied.

The computational complexity of the PDD algorithm is
dominated by the eigenvalue decomposition of the 72 x 2
matrix A, which leads to O(r%). This complexity exceeds
that of the conventional RIS-based design in [2], which
is O(r*5log(1/e)), where ¢ denotes the solution accuracy
parameter.

(26b)

V. NUMERICAL RESULTS

In this section, we quantify the performance improvements
achieved via BD-RIS over the conventional diagonal RIS
by leveraging the proposed theoretical and algorithmic solu-
tions to the considered optimization problems. Following the
methodology in [2], the real and imaginary parts of the
channel matrices are generated as independent and identically
distributed (i.i.d.) random variables uniformly drawn from the
interval [—0.1,0.1], based on a single realization in MATLAB.
The covariance matrices of the additive noise vectors at Bob
and Eve are set to 10~° times the identity matrix. The number
of antennas at both Bob and Eve is set as ny = ne = 2k,
where k is the number of parameters. The power allocation
matrix is set to y/30/k times identity corresponding to equal
power allocation.

For diagonal RIS assisted design in the absence of
eavesdropping, the semidefinite programming (SDP) problem
without the constraint related to Eve, as formulated in [2],
is solved, and Gaussian randomization is applied to extract
a rank-one solution. In the presence of eavesdropping, it is
observed that small values of e—corresponding to a stringent
estimation quality threshold for Eve—often result in infeasible
problems when the RIS response matrix is constrained to have
unit-modulus diagonal entries. To address this issue, we relax
the constraint to allow diagonal entries with magnitudes less
than or equal to one as in [2, Section V.B] and solve the cor-
responding positive semidefinite programming problem. After
solving that problem, Gaussian randomization is performed,
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Fig. 1. Trace of FIM at Bob achieved by non-reciprocal BD-RIS,
reciprocal BD-RIS, and conventional RIS in both the presence and absence
of eavesdropping for r = 36 and k = 10.

and any diagonal entry of the RIS response matrix exceeding
unit magnitude is clipped to have unit modulus.

In Fig. 1, we set the number of BD-RIS and RIS elements
to r = 36, and the number of parameters to be estimated to
k = 10. We compare three configurations: i) non-reciprocal
BD-RIS without symmetry constraints on the response
matrix; ii) reciprocal BD-RIS with symmetry constraints; and
iii) conventional diagonal RIS. The x-axis of the figure
represents the average Fisher information limit of Eve, denoted
by e. The dashed lines indicate the average Fisher information
at Bob in the absence of eavesdropping; since they do not
depend on ¢, they represent the ultimate achievable average
Fisher information limit. We note that Algorithm 1 improves
the initial solution by 53% in terms of trace of the FIM.
The solid curves correspond to scenarios with eavesdropping.
As e increases, the average information at Bob approaches
the corresponding ultimate limit. As expected, the highest
information is obtained with the non-reciprocal BD-RIS, as
it represents the most general form of BD-RIS. Imposing the
reciprocity constraint leads to a slight reduction in average
Fisher information, although the degradation is negligible.
In contrast, when employing a conventional diagonal RIS,
the Fisher information is significantly reduced, especially
when Eve’s information constraint is stringent (i.e., small €).
These results demonstrate that BD-RIS notably enhances the
estimation performance at Bob even under tight information
leakage constraints to Eve.

In Fig. 2, we plot the Cramér—Rao bound (CRB), defined
as the trace of the inverse FIM using the same setup as
in Fig. 1. Since the maximum likelihood estimator (MLE)
achieves the CRB for linear models with additive Gaussian
noise as in (1) and (2), the y-axis of Fig. 2 also corresponds
to the mean-squared error (MSE) of the MLE at Bob. As
the figure illustrates, the BD-RIS significantly reduces the
CRB, indicating improved estimation accuracy in terms of
MSE. This improvement is particularly pronounced when the
information leakage to Eve is tightly constrained (i.e., when e
is small). Moreover, BD-RIS enables the system to maintain
a favorable CRB even under stringent leakage constraints,
demonstrating its robustness in secure parameter estimation.

In Figs. 3 and 4, we repeat the previous experiments with
a larger BD-RIS and RIS size (r = 64) and an increased
number of parameters (k¢ = 15). As shown in the figures,
the estimation quality is further enhanced when using BD-RIS
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- - mon-reciprocal BD-RIS without Eve]
- - reciprocal BD-RIS without Eve

- - ‘RIS without Eve

10 —k—non-reciprocal BD-RIS
~e—reciprocal BD-RIS

—=-RIS
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Fig. 2. CRB (equivalently, MSE of the MLE) at Bob achieved by non-
reciprocal BD-RIS, reciprocal BD-RIS, and conventional RIS in both the
presence and absence of eavesdropping for » = 36 and k = 10.

x10°

= - ‘non-reciprocal BD-RIS without Eve
- - -reciprocal BD-RIS without Eve
= = ‘RIS without Eve

E |=k—non-reciprocal BD-RIS
= 15 —e—reciprocal BD-RIS
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0.5F
0 | |
10° 10t 10° 108

Fig. 3. Trace of FIM at Bob achieved by non-reciprocal BD-RIS,
reciprocal BD-RIS, and conventional RIS in both the presence and absence
of eavesdropping for r = 64 and k = 15.

=~ non-reciprocal BD-RIS without Eve
- - xeciprocal BD-RIS without Eve
- - RIS without Eve
=k non-reciprocal BD-RIS
a4l —a—reciprocal BD-RIS
10 —=-RIS

Fig. 4. CRB (equivalently, MSE of the MLE) at Bob achieved by non-
reciprocal BD-RIS, reciprocal BD-RIS, and conventional RIS in both the
presence and absence of eavesdropping for r = 64 and k = 15.

compared to conventional RIS. The performance gap between
the non-reciprocal and reciprocal BD-RIS designs remains
negligible, indicating that the more easily implementable
reciprocal circuit networks offer a practical and effective
alternative for BD-RIS deployment. Once again, we observe
that BD-RIS enables robust and secure estimation even in the
presence of eavesdropping.

VI. CONCLUSION

In this letter, we proposed a BD-RIS architecture for secure
parameter estimation in wireless systems, considering both
the presence and absence of an eavesdropper. By formulating
and solving optimization problems for the BD-RIS response
matrix under different constraints—non-reciprocal, reciprocal,
and diagonal—we quantified the fundamental performance
limits using the trace of the FIM. Our results demonstrate

IEEE WIRELESS COMMUNICATIONS LETTERS, VOL. 14, NO. 12, DECEMBER 2025

that BD-RISs significantly outperform conventional diagonal
RISs, particularly in scenarios with stringent eavesdropping
constraints. Furthermore, the performance degradation due to
the reciprocity constraint is shown to be negligible, making
reciprocal BD-RIS a practical and effective alternative that
eliminates the need for non-reciprocal circuit networks. These
findings highlight the strong potential of BD-RIS in enhancing
secure and accurate wireless parameter estimation.
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